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laptop computers with Cisco Aironet
350 cards installed, the patrol vehicles
can communicate over the wireless
LAN upon entering any of the
2 1/2-block, 802.llb coverage areas.
The wireless LAN capabilities of the
solution are automatically initiated by
TotalControl, enabling officers to
begin large file downloads, like the
color warrants and wanted posters
generated by their VisionTek applica-
tion, through the wireless LAN.

The traffic officers will be able to
transmit files over Sierra Wireless
AirCard 300 NIC modems that are
conveniently stored inside the new
Panasonic CF34 Toughbook comput-
ers on their motorcycles.

The routing software's various
other features assist not only in cur-
rent needs, but allow future migration.
First TotalConnect makes all networks
appear like IP networks. Off-the-shelf,
IP-based software can run on mixed
IP and non IP-based networks, an
important feature not available in the
past, says Ferguson.

In addition. TotalControl Port
Routing places control in the hands of

the IT administrator. "Historically, IT
has had no control over what the offi-

management product, Afaria, Oakland
can centrally distribute software appli-
cations and updates, and track hardware
and software assets. Using TotaiRoam
Ellipse as a wireless conduit, police IT
administrators can wirelessly automate
functions such as distributing, support-
ing and updating software; rolling back
or uninstailing software packages; sup-
plying missing or corrupted files; and
other maintenance services.

cer does," says Ferguson. "This gives
some control back." TotalControl Port
Routing allows IT administrators to
specify which networks the officers
can use for which applications.

"Even if someone
was able to capture

the data, they
wouldn't be able to

decipher it."

Securing the data
Public networks, such as 802.11 b,

are typically used by businesses and
are easily intercepted. "A big concern
was 'how do we secure it?' "

says Ramirez.
The department designed three lay-

ers of security to safeguard not only
the connectivity point but the data as
well. The first line of defense is the
WEP (wireless encryption protocol)
key encryption inherent in the Cisco
Aironet 350 wireless product, as well
as Cisco ACS software. Second is a
MAC Address filter. Each network
card has a specific MAC address and
as each user signs on, it cross-refer-

- Inez Ramirez, Oakland (California)

Police Department

In the past, administering upgrades
in software in mobile police computers
"has been an efficiency problem,"
states Waddell. TotalControl
AutoLaunch provides "an effective way
instead of sneakemets" to provide soft-
ware synchronization and updates. In
conjunction with XcelleNet's mobile
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ences a database with the authorized ture the data, they wouldn't be able to
MAC addresses of the network cards, decipher it," says Ramirez. The mod-
keeping out unauthorized users. If a ule contains three encryption algo-
card is stolen, the number can imme- rithms: AES, 3DES and ARC4 that
diately be taken off the list. provide an end-to-end security solu-

Padcom's TotalSecure module tion. The advantage of the
provides 256-bit encryption for Connectivity Suite is the ability to
Oakland's data. switch networks while maintaining a

"Even if someone was able to cap- connection, explains Ferguson.
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Requiring an officer to end the ses-
sion and then log in and reauthenti-
cate in the new netWork can waste
valuable seconds, an important
safety consideration.

Among Padcom's clients are numer-
ous public safety agencies, as well as
public utilities. The company also
works with a variety of hardware, soft-
ware and wireless network providers.

Looking ahead to the future
The virtual single network concept

i that Padcom uses offers a migration
path for future technology and appli-

I cation uses. The networking platform
allows the ability to upgrade to GPS
whenever a department wishes;
expansion capabilities for growth and
migration to technologies such as
GPRS or CDMA without involving
application development applications;
and an open-systems (IP) network
environment, allowing ready addition

, of new applications over the wireless
data network.

The choice for law

enforcement
will continue

to be WAN to WLAN.
- Sheryl Waddell, Padcom

Waddell believes the network
i choice for law enforcement will con-. tinue to be WAN to WLAN. She esti-

! mates the migration path in the wide
; area spectrum may shift from cellular
i CDPD to CDMA or GPRS technolo-
, gy in the future.

The Oakland PD will be ready to
move ahead into either technology as
needed. The department continues to
extend its coverage, not only in
regard to bandwidth, but with new
types of applications. Ramirez, who
spent time on the beat as a street
officer yet is trained as a computer
programmer, brings a unique dual
aspect to the job. "I talk to the peo-
ple creating the technology, but 1




